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Finite-state properties

"After closing a connection c,
dont write to ¢ until ¢ is reconnected.”



Finite-state properties
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"After closing a connection c,
dont write to ¢ until ¢ is reconnected.”






Runtime-verifying finite-state properties

“no write § S8
after close”




Runtime-verifying finite-state properties

after(): call(...)



Runtime-verifying finite-state properties
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Runtime-verifying finite-state properties







Runtime-verifying finite-state properties

No static guarantees



Runtime-verifying finite-state properties

Potentially large runtime overhead



Runtime-verifying finite-state properties

When to finish testing?
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Pure static analysis

c.close() c.close()
BAC D 11( ),
c.reconnect() c.reconnect() c.reconnect()

o o i

c.write(..) c.write(..)
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Pure static analysis
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Pure static analysis
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Pure static analysis
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The Clara Framework

“no write
after close”

3 : " 2
cl.close();
':..rJ nnect();
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The Clara Framework

“no write
after close”

Quick Check

Orphan-Shadows Analysis
Nop-Shadows Analysis
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The Clara Framework

“no write
after close”

Quick Check

Orphan-Shadows Analysis
Nop-Shadows Analysis
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Quick Check

Orphan-Shadows Analysis

Nop-Shadows Analysis




Quick Check

Orphan-Shadows Analysis
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c.write(..)



Idea:
For every transitioning statement s:

—Identify states that are equivalent at s.

—If s may transition only between
equivalent states then disable fransitions
at s.



reconnect, write
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reconnect, write
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reconnect, write
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c.close()
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reconnect, write

c.close()

ﬁiw

c.write()

close

write

10



c.write()
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N c.close()‘
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c.reconnect()

c.write()

reconnect, write
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c.write()

reconnect, write

close write




c.close()
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reconnect, write
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reconnect, write

c.recc nect()

c.wi te()
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reconnect, write
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Algorithm is greedy
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Algorithm is greedy
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Algorithm is greedy
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c.close()

Algorithm is greedy
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Tested Properties

ASyncContainsAll

FailSafelterMap

ASyncIterC

HasNextElem

ASynclterM

HasNext

FailSafeEnum

LeakingSync

FailSafeEnumHT

Reader

FailSafelter

Writer
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Benchmark programs

antlr Jython
bloat luindex
chart lusearch
fop pmd
hsqldb xalan

( whole 2006 DaCapo benchmark suite, except eclipse)
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Residual (hybrid) typestate analysis

Matthew B. Dwyer and Rahul Purandare.
Residual dynamic typestate analysis: Exploiting static analysis results to
reformulate and reduce the cost of dynamic analysis. ASE 2007.

calculates summary transitions for regions of code,
very effective, but only single-object properties
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Static analysis for multi-object properties

Nomair A. Naeem and Ondrej Lhotak.
Typestate-like analysis of multiple interacting objects. OOPSLA 2008.

supports multi-object properties,
very precise, but unsound as a hybrid analysis
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Static typestate analysis

Stephen Fink, Eran Yahav, Nurit Dor, G. Ramalingam, and Emmanual Geay.
Effective typestate verification in the presence of aliasing. ISSTA 2006.

purely static, very effective,
but only single-object properties
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Type systems for typestate

Robert DelLine and Manuel Fahndrich.
Typestates for objects. ECOOP 2004.

Kevin Bierhoff and Jonathan Aldrich.
Modular typestate checking of aliased objects. OOPSLA '07.
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In the paper

formal loops, exceptions,
description of method calls,
algorithms recursion

reference to
Ph.D. thesis
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In the thesis

Appendix B

Proof of correctness of Nop-shadows Analysis

constraint system results on
to deal with reduction of correctness proof
aliasing runtime overhead

26






S .
.f" SN ko
T it y
. ) r\
" X
X |" B {
| < J

. r‘ll”ﬁ,?‘ e )ﬁ:f 4



1}
1)

c.close()

c.reconnect()

11, }
c.write()
* 1}

bloat chart

ASyncContainsAll L) @ .
ASynclterC
ASynclterM
FailSafeEnum
FailSafeEnumHT
FailSafelter

)|

FailSafelterMap

N

|° He Nle

HasNextElem

HasNext

o)
IS
O

LeakingSync

4
N
o)

Reader

o
NE
(=Y

Writer




c.close()

C.reconnect

c.write()

0 * B v poer o y

andilg &(35 throwgh
Yhrbrid Typestate Analysis

bloat chart
ASyncContainsAll ‘ : :

ASynclterC
ASynclterM
FailSafeEnum
FailSafeEnumHT
FailSafelter
FailSafelterMap

HasNextElem

N

HasNext

www.bodden.de/clara/

Writer

S0
136
L0
i 2
v 0
T
n 0
629
0
226
L0

i
I
(=Y



http://www.bodden.de/clara/
http://www.bodden.de/clara/




Runtime-verifying finite-state properties

JavaMOP

various spec. \
languages

relational aspects

tracematches

Java-STAIRS
aspects

- MSCs

7>

w S
/
DA
NS

\7 u

29



Runtime-verifying finite-state properties

Set closed = new WeakIdentityHashSet();

after(Connection c) returning:
calL(* Connection.close()) && target(c) {
closed.add(c);

¥

after(Connection c) returning:
call(* Connection.reconnect()) && target(c) {
closed.remove(c);

¥

after(Connection ¢) returning:
call(* Connection.write(..)) && target(c) {
1f(closed.contains(c))
error("May not write to "+c+", as 1t 1s closed!");
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Set closed = new WeakIdentityHashSet();

dependent after close(Connection c¢) returning:
call(* Connection.close()) && target(c) {
closed.add(c);

}

dependent after reconnect(Connection c) returning:
calL(* Connection.reconnect()) && target(c) {

closed.remove(c);

¥

dependent after write(Connection c) returning:

call(* Connection.write(..)) && target(c) {
1f(closed.contains(c))
error("May not write to "+c+", as 1t 1s closed!");

¥

dependency {
close, write, reconnect;
initial  connected: close -> connected,

write -> connected,
reconnect -> connected,

close -> disconnected;
close: close -> disconnected,

write -> error;
final error: write -> error;
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Set closed = new WeakIdentityHashSet();

e

dependent after close(Connection c¢) returning:

call(* Connection.close()) && target(c) { absfracf

closed.add(c); g?

dependent after reconnect(Connection c) returning:

call(* Connection.reconnect()) && target(c) { nc,we
‘e

closed.remove(c);

¥

dependent after write(Connection c) returning:

call(* Connection.write(..)) && target(c) {
1f(closed.contains(c))
error("May not write to "+c+", as 1t 1s closed!");

¥

dependency {
close, write, reconnect; é;
initial  connected: close -> connected, 7%77‘

write -> connected, /cQ’Q
reconnect -> connected, C%‘)
close -> disconnected; E?]“;L
close: close -> disconnected, '&/
write -> error;

final error: write -> error;
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: cl.write(..);
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: cl.write(..);
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can reach final
tates 1 or 2°

T

“betore S,
state from S

«Continuation Equivalent” ey

: cl.write(..);
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can reach final

“pefore >
<tate from states 1 0f 25

«Continuation Equivalent” ey

: cl.write(..);
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What
about

pointers?
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flow-sensitive
must-alias
may-alias
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flow-sensitive S he;

: l’l//; €he .
must-alias Qfs e Y. For
may-alias Po s

Y B 2 rfqﬂ)‘ on

flow-insensitive
may-alias
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reconnect, write
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reconnect, write

close
reconnect, write
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